There are a number of IT Security journals available in the literature but none of these research papers have practically specified approaches to secure the IT environment at large. In this paper, more emphases will be laid on the practical ways to secure our IT environments and with some useful real-life scenarios. In today, securing our IT environment has become the key factor in the industry due to an increasing number of attackers invading and stealing the intellectual properties; thereby, rendering most IT industries to go out of businesses. They may find that understanding and translating IT security recommendations to implementable practices can be overwhelming. While this is a worthwhile and important task, there are also more practical ways to ensure you are using IT security best practices in your business. Therefore, the need to properly secure our IT environments in order to mitigate those attacks by using the right tools in all IT domains will be fully discussed in this research. This paper will focus more on protection of LAN-WAN Domain as a use case.
Introduction
In today's age of technological advancement and interconnectivity, network security has become more important to personal computer users and any organizations at large. With the advent of the internet, security became a major concern and the history of security allows a better understanding of the emergence of security technology. The internet structure itself allowed for many security threats to occur. The architecture of the internet when modified can reduce the possible attacks that can be sent across the network. From my research, I realized that many articles have responded to this first type of problem in different ways by proposing installing anti-malware software and some other anti-virus tools, firewalls coupled with intrusion detection/prevention systems, yet, they have failed to effectively identify practically the various forms of attacks in our IT environments with demonstrations on how to properly secure an IT environment from all the possible attacks. All these will be discussed further in the course of this paper.
IT Network security is becoming of great importance because of intellectual property that can be easily acquired through the internet. Currently, internet is considered a data network. Since the current data network consists of computer-based routers, information can be obtained by special programs, such as Trojan horses, planted in the routers. This is the basic reason why security is emphasized in data networks, such as the internet, and other networks that link to the internet [1] .
The entire field of network security is vast and in an evolutionary stage. In order to understand the simple background of what have been done in today's research and the improvement I have made in this paper, the next contents of this research will be as follows: computer security objectives; identifying a secured environment; the seven domains of a typical IT environment; types of attacks and their classifications; and practical approach to mitigate attacks in our IT environments.
Literature Review
Security is very crucial to networks, applications, and IT environment at large.
Although, network security is a critical requirement in emerging networks, there is still a lack of security methods that can be easily implemented. As known, secure network design is not a well-known developed process so there is no methodology to manage the complexity of security requirements. Whenever we consider networks security, it must be emphasized that the whole network is secure.
Network security does not only concern with save communication between two computers but to ensure that the communication channel is not vulnerable to attack during transmitting of data [1] . A possible hacker could target the communication channel, obtain the data, decrypt it, and re-insert a false message [2] . So, securing the network and our IT environment is just as important as securing the computers and encrypting the message as well.
When developing a secure network IT environment, the following need to be considered and come into play before we could be able to define how to effectively mitigate the attacks.
Computer Security Objectives
For effective security of any network and IT environment, the following This also assures that individuals control or influence what information related to them may be collected and stored and by whom and to whom that information may be disclosed.
Integrity a) Data integrity
This assures that information and programs are changed only in a specified and authorized manner.
b) System integrity
This also assures that system performs its intended function in an unimpaired manner, free from deliberate or inadvertent unauthorized manipulation of the system.
Availability
This assures that systems work promptly and service is not denied to authorized users at all times.
Authenticity
This is the property of being genuine and being able to be verified and trusted.
Accountability
This is the security goal that generates the requirement for actions of an entity to be traced uniquely to that entity [3] .
Identifying a Secured IT Environment
Security is a top-of-mind concern in any IT environment. In environments where regulatory requirements play a role, it is critical to ensure that organizational data is safe and secure at every access point [4] [5] . Awareness isn't enough, though organizations must be able to gauge their security preparedness.
Below are some of the things you see in a secured environment. the security policies are stored (i.e., the company's intranet) and how to access them. One way to accomplish this is to hold regular security awareness classes that reinforce the company's policies. Post signs, send out weekly security email reminders and be sure all employees embrace the idea that "security is everyone's responsibility" [5] .
f) Identify Risks A critical step in securing an IT environment is to identify all imaginable risk factors. Clearly, more time will be spent assessing the risk to confidential data than to public data. This is an exercise that cannot be taken lightly; without such an assessment, data remains at risk in ways that could have easily been defined and protected.
g) An Incident Response Plan
What happens when there is a data breach? It's not a question of "if" it will happen, but more one of "when." How will the company respond? A clearly defined process lays out what constitutes a breach, how to identify it, and who to contact to report a data security breach. Once confirmed, IT must act to contain it as quickly as possible, minimizing the impact on the company. Afterwards, a "lessons learned" session will re-examine the process and create adjustments to avoid a similar circumstance in the future [5] [7].
The Seven Domains of an IT Environment
In order to be able to secure our environment in network security, there are seven domains of a typical IT infrastructure that needs to be considered. Each domain represents a possible target for an attacker. Some attackers have the skill to con users, so they focus on the User Domain. Other attackers may be experts in specific applications, so they focus on the system/Application Domain. How- Therefore, any IT environment must provide protection in each of the domains for business continuity.
User Domain
The User Domain is associated with all the users (of any rank) that have access to the six domains ( Figure 1 ).
Some of the risks associated with User Domain are:
a) User can destroy data in application (intentionally or not) and delete all files.
b) User can find that his girlfriend cheated on him and use her password to delete all her work so that she can be fired.
c) User can insert infected CD or USB flash drive into the work computer.
Workstation Domain
This refers to the computer of an individual user where the production takes place ( Figure 2 ).
Some of the risks associated with Workstation Domain are:
a) The workstation's OS can have a known software vulnerability that allows a hacker to connect remotely and steal data. c) A database server can be attacked by SQL injection, corrupting the data.
Remote Access Domain
This is the domain in which a mobile user can access the local network remotely, usually through a VPN (Figure 7 ). 
Attacks and Their Classifications
Attack can be defined as an assault on system security that derives from an intelligent threat; that is, an intelligent act that is a deliberate attempt (especially in the sense of a method or technique) to evade security services and violate the security policy of a system. Attack could be a passive or an active attack [6] .
1) Passive Attacks are eavesdropping on, or monitoring of, transmissions.
The goal of the opponent is to obtain information that is being transmitted. It is an attempt to learn or make use of information from the system but does not affect system resources. Passive attacks are very difficult to detect, because they do not involve any alteration of the data. Two types of passive attacks are the release of message contents and traffic analysis.
a) The release of message content-This is like a telephone conversation, an electronic mail message, and a transferred file may contain sensitive or confidential information. We would like to prevent an opponent from learning the 
Methodology in Securing an IT Environment
Since internet threats will continue to be a major issue in the global world as long as information is accessible and transferred across the internet, this section then focuses on the different defense and detection mechanisms that can be practically adopted to mitigate those attacks. In my research, I have pointed out before as the core areas to consider more closely as means of mitigating attacks in the IT environment.
Cryptographical Systems
In the field of Network security in engineering today, cryptography has played a major role in securing the infrastructure. The use of cryptography method involves the use of codes and ciphers to transform information into unintelligible data that is difficult for attackers to decode easily. Though, there are various methods to encrypt data but AES is most secured. AES provides a very high security level because of using variable length key i.e. 128 bits and this make AES a highly-secured encryption technique which protect data against future attack (Figure 14) .
Intrusion Detection Systems
An intrusion detection system (IDS) is a device or software application that monitors network or system activities for malicious activities or policy violations and produces reports to a management station (Figure 15 ). 
Anti-Malware Software and Scanners
Anti-Malware tools are used to detect malicious software like worms, Trojans and viruses in a network and cure an infected system.
Secure Socket Layer (SSL)
The Secure Socket Layer (SSL) is a protocol that is designed to create a secure channel, or tunnel, between a web browser and the web server so that and information exchanged is protected within the secured tunnel. It provides authentication of clients to server by using certificates (Figure 16 ).
Site-to-Site VPN (S2S) [2]
A site-to-site (S2S) VPN allows offices (also external company) in multiple fixed 
Results/Protection of LAN-WAN Domain as a Test Use Case
A LAN, or local area network, is a network of personal computers deployed in a small geographic area such as an office complex, building, or campus within the context of this discussion [9] . A WAN, or wide area network, is an arrangement of data transmission facilities that provides communications capability across a broad geographic area. As known, an internet is an unsecure environment that 
Firewall
As it is called, the purpose of a Firewall is to block traffic from the outside or traffic from the inside network against the intruders [10] . Firewall as shown in Figure 18 below is designed to prevent unauthorized access to or from a private network. In the figure, we can see that Firewall is installed before any traffic gain access to the LAN (that is the internal Network) and in some other cases, we can have the Firewall both before and after the WAN Router making two Firewalls in the design (Figure 18 ). This is to filter both traffic passing through from the internet to the WAN Router and at the same time filter that traffic trying to gain access to the internal Network. With this design, it will be difficult for attackers to penetrate internal Network. (Currently, IPV4 protocol is still the current method of assigning IP addresses.
As known that a firewall with unnecessary ports open can allow access from the internet thereby attacking internal networks. In Figure 19 , it shows the result of how a standard rule needs to be implemented on the Firewall with the approval of the necessary security technical review committee.
In the Firewall rule implementation above, the non-standard FW rule means the type of rules that are not supposed to be implemented because it exposes the IT network/environment to attack and no approval for validation of the connection from the Firewall Technical Design review team. Likewise, the standard FW rule represents the type of rules that can be implemented on the Firewall based on the design approval.
Likewise, Table 1 shows the tabular summary of some of the attack methods and the Security Technology that can be used to mitigate them in the IT environment. 
Conclusions
Securing an IT environment/network is an important field that is increasingly gaining attention as the internet expands. The security attacks and their classifications were analyzed to determine the appropriate and effective security technologies. The technologies were comprised of software-and hardware-based.
Currently IPV4 is the popular method of assigning IP addresses, but the lack of embedded security within the protocol has led to most of the attacks seen today. 
